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As the person responsible for risk and compliance, you are constantly occupied with ensuring that 
potentially harmful customers are “intercepted” as early as possible in the process and kept out of the 
organisation. Depending on your specific job description, you may lay more emphasis on onboarding, 
sanction list matching, dealing with matches, or, for instance, setting up the compliance process 
for the existing portfolio. Whether you are an Anti Money Laundering Director, KYC Manager or CDD 
Specialist, everyone knows that the ultimate goal of the organisation is not to reduce risks but to 
achieve success: ultimately it’s all about being able to guarantee the highest possible turnover for the 
longest possible time.

How can you contribute to this from your expertise? How can you, as an expert in the area of risk 
and compliance, ensure that your organisation is guarded against financial risk without deterring 
desirable customers at the same time? How do you ensure a faster acceptance procedure, automate 
the screening process, and how do you avoid a large number of potential hits when screening against 
sanction lists? How do you manage compliance so that your existing customers who appear in 
several systems are not having to be screened more often than necessary? And how do I manage my 
compliance reporting in the best and most efficient way possible?

The answer to these questions, amongst others, is an effective data solution that can be set up to 
manage riks and compliance efforts effectively while also contributing substantially to the company 
goals. In this white paper you will read about how this is carried out.
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RISK AND COMPLIANCE MEASUREMENTS:  
an obligatory test of integrity or a blessing in disguise?

Risk and compliance has become an indispensable part of honest business practice. The “know your customer” principle 
has long extended far beyond inspecting the books at the time of a merger or acquisition. Questions such as “Who is the 
customer?”, “Could the customer present a risk?” and “What is the purpose of the business relationship?” are typical KYC 
(Know Your Customer) questions. In the past few years they have become increasingly important for business practice. Not 
just economic crisis, but also developments in the area of terrorism and money laundering - who doesn’t remember the 
Panama Papers? - have contributed to the fact that financial institutions, insurance companies and in some cases even 
governments not only must, but also want to be accountable to and for their customers: it is in their own interest to be seen 
as, not just in good shape, but also honest and working according to laws and regulations.

But with a good compliance policy, an institution can do more than simply guarantee honest business practice and prevent 
risks. If we approach risk and compliance as an opportunity rather than a necessity, it can provide us with four important 
benefits:

1. Combatting of specific integrity risks such as financing of terrorism and money laundering 
2. Safeguarding integrity and reputation in the market 
3. Considerable cost savings (up to 90% less manual checking of possible matches) 
4. An integrated customer profile for optimal customer interaction and insight into cross- and upselling possibilities

This white paper shows how to use your compliance policy to maximise the outcome on the basis of these four benefits. 
We will elaborate on problems in the market but focus especially on the solutions: how do you make sure you set up your 
matching process in such a way that even with shortenings and aliases, you can determine with great certainty whether a 
new customer appears on a sanction list? How do you make sure you maintain a complete profile of each customer if there 
are several systems in your organisation into which (new) customer data is entered? And how do you integrate the ever-
increasing number of lists that you have to check your files against? You’ll read about it in this white paper.
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HOW DO YOU COMBAT FINANCING OF TERRORISM AND RISK OF 
MONEY LAUNDERING WITHIN A LEGAL FRAMEWORK?

Optimal data quality is the foundation of effective compliance measures
Financial institutions represent a major challenge: they are obliged to continually 
check whether they might be doing business with people or organisations on 
a sanction list (such as EDB, OFAC, PEP, NL Sanction, etc.). This is a labour-
intensive course of action. In addition, it involves both national and international 
checks, which doesn’t make it any easier for an average bank or insurer.
It all starts with the quality of the personal data. How is it stored, is it 
standardised, (how) is it currently held and is it actually complete? The better 
the data quality of the personal data, the more insight you have as compliance 
manager into the risk profile of your organisation. And the easier it is to compare 
this data with other lists. In the final chapter (Compliance as part of a unique 
customer profile), we will elaborate on this.

High Precision Matching: knowing who you have in front of you
To maintain the trust of your market, your business practice must be transparent 
and free of fraudulent transactions. This is only possible if you yourself can rely 
on the insight into your data. This means you must be able to rely on a matching 
method which actually works just like the human brain: through a combination of 
probabilistic and deterministic matching methods which ensure that patterns are 
identified and data correctly matched. The foundation for successful matching 
is what we call High Precision Matching. By means of automatic checks based on 
phonetic and semantic characteristics in combination with the characterisation 
(“word image”), the software gives every record a score indicating how likely it is 
that this record relates to a fraudulent person or organisation. In order to form 
an accurate and reliable opinion, it is necessary to include information regarding 
names, prefixes, abbreviations, double meanings and combinations. 

For example:
Ben Johnson <> Abdel ben Fatah
Moh. El Mussi <> Mohammad Elmussi

Additionally, in case of doubts about word order and sound order, one must be 
able to rely on trigram and triphone comparison:

Lei peng Chang <> Cheng Pang Lai

The combination of all these comparison methods ultimately ensures a high 
degree of reliability in the results, which are also quickly generated and don’t 
require much revision work. So you save a considerable amount in costs and 
time! A common problem is the so-called false positives (an incorrect match of 
a customer record with a sanction list) and false negatives (a missed match with 
a sanction list). Both of these, for different reasons of course, can be extremely 
damaging for your organisation. With High Precision Matching, they can both be 
almost entirely prevented.

With High Precision Matching you will receive:
automatic checks
fast results: fast onboarding
a high degree of reliability
time and cost savings: little manual verification
fewer false positives: customer-friendly process
fewer false negatives: lower risk for the organisation
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Reporting: risk identified
There is still another point by which a good compliance solution can distinguish itself: reporting. As well as matching 
customer data against sanction lists, organisations are obliged to accurately record the results of these checks. If they 
don’t, they could face a stiff penalty as well as financial risks. And that, of course, is unacceptable. We all know the stories 
of large financial institutions that ran into serious problems when faulty matching with sanction lists made them appear 
to have done business with high-profile criminals. And perhaps even more alarming are the stories of organisations that 
acted in perfectly good faith and regularly performed compliancy checks, but hadn’t properly recorded it all. Any business 
not in a position to provide the results afterwards (and hence the proof of innocence) is left open to having huge penalties 
imposed. By integrating risk and compliance measurements into the overall data management, organisations can have 
perfect reporting at their disposal through an activity log or audit trail, for example. This shows exactly what happens with 
the data, what the content is and where it is stored. With the European privacy legislation (GDPR), the ability to provide 
this information is a new requirement. Here, too, high penalties apply. But perhaps the most important advantage of a 
good reporting module in combination with your compliance solution is this: a reporting module with activity log makes 
it possible for you as compliance manager to obtain reliable analyses of the risk profile. That means that on the basis of 
well-organised and complete data and transparent and configurable matching rules, you can support your organisation by 
identifying the risk and the (potential) value that your customers represent.
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COMPLIANCE AS PART OF A UNIQUE CUSTOMER 
PROFILE

Whatever way you look at it, compliance is an absolute 
necessity and something your organisation cannot 
escape. But since it has to be done, wouldn’t it be great if 
implementing a compliance solution could ultimately give 
your organisation a growth advantage? When compliance 
is approached with the idea that risk management is an 
integral part of a coordinated data management strategy, 
it’s obvious that you’ll be looking for a comprehensive 
solution that covers your risk and compliance requirements 
in the first place, but can also solve far more problems 
for you and even create new opportunities. The single 
customer view is just such a solution. Within the single 
customer view, we assume that each business has to deal 
with the legacy of a number of disparate systems that 
are (or were) intended for different business processes. 
These systems store qualitatively diverging data (old, new, 
current, contaminated) about contacts that often appear 
in several systems (since they have also come in via several 
channels and are used in several processes). Therein lies 
what is possibly the biggest problem for each compliance 
department: how do you ensure that you are regularly 
checking existing customers against sanction lists as 
prescribed by law, if each customer may well appear in all 
your systems in five different capacities? The answer is to 
create a unique profile of each customer. This, of course, 
just like the matching against sanction lists, must be based 
on High Precision Matching.

By creating a single customer view you form a Datahub, a 
central storage place for all data. The Datahub is connected 
to the existing infrastructure of various systems, thus 
comprising a complete overview of every aspect of 
information that can be found regarding a contact. This 
is because the customer data in the central Datahub is 
synchronised in batchmode or real-time with the customer 
data in the original source systems. In this way, a Golden 
Record of each contact is created: a unique, complete 
overview that describes precisely who a contact is; what 
interactions the organisation has with him, what risks he 
may represent, which (sanction) lists he has been matched 
against and what the results were, his (potential) value, etc. 
When the Financial Services Authority asks for a report, the 
single customer view puts your organisation in a position to 
show precisely what has been undertaken by you in order to 
exclude risks as far as possible. This enables you not only to 
prevent penalties for collaborating with money laundering 
or terrorist activities, but also to show the authorities 
and the market that you act in good faith. In short, with a 
single customer view businesses can command a unique 
customer profile for effective matching against sanction 
lists. This means that costs are saved and the risk of 
fraudulent practices is reduced to a minimum. Moreover, 
the single customer view represents significant commercial 
value: based on a unique customer profile, cross- and 
upselling possibilities are identified and made visible and 
your organisation is in a position to approach customers 
effectively.

“WHATEVER WAY YOU LOOK 
AT IT, COMPLIANCE IS AN 
ABSOLUTE NECESSITY 
AND SOMETHING YOUR 
ORGANISATION CANNOT
ESCAPE.” 



CONCLUSION

A compliance solution must, at minimum, be able to support an organisation by preventing financial risks. Operational 
damage, reputation damage and penalties must be prevented at all times. If that takes place in the right way, it will contribute 
to the growth of consumer confidence.
A good compliance solution does more for your organisation: it approaches riks and compliance as an opportunity to cut 
costs drastically by reducing manual controls, and it is set up in order to get to know the customer better and, as it were, 
be at his beck and call. With a unique customer profile for each contact, your organisation is sure of the best possible risk 
reduction, you save costs, and besides this, customer trust and satisfaction rapidly improves; revenue increase is a logical 
outcome. As compliance manager, you therefore have good opportunity to make a direct contribution to the success of your 
business with single customer view based on High Precision Matching.

For over 30 years, Human Inference is the 
European market leader in data quality 
solutions, with a strong customer base in the 
Benelux, Germany and the UK. The software 
solutions are based on natural language 
processing and contain a core of knowledge to 
provide our customers with the best solution 
possible. Our data quality solutions and 
expertise allow enterprises and governments 
to manage the quality of their customer data 
assets and create a single customer view to 
help comply with rules and regulations, 
enable operational excellence, and improve 
customer interaction. 
 
 
To learn more about Human Inference,  
please visit humanInference.com

HUMAN INFERENCE IS PART OF:


