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WELCOME

It is my great pleasure to welcome you to the Cyber Security
for Healthcare Exchange 2019. This Exchange has been
designed around the emerging needs and forward looking
trends that will affect Cyber Security for Healthcare in
2019 and beyond. The exponential growth of IT over the
past few years has caused the CEO’s of F1000 companies
to create these new roles and expand their resources and
responsibilities not only to drive business value, but also
reduce the risk and costs of regulatory non-compliance with
IT and the over $100 billion in penalties and settlements
incurred since 2008.
The roles and responsibilities of CISOs are essential to the
future success and growth of companies in this emerging
era of the Internet of Things (IoT).
The Exchange will be delivered in a format that is wholly
conducive to true peer-to-peer networking and provides
opportunities to learn best practices through interactive
sessions, listen to in-depth case studies from leading
solution providers, and attend one-on-one business
meetings.
Contact us today to find how you might join this dynamic
executive level affair.
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TOP REASONS
TO ATTEND
•

The Exchange is a unique invitation-only event which will
only feature Cyber Security executives from Fortune 1000
companies across the U.S.

•

There are unsurpassed formal and informal networking
opportunities to share ideas and concepts.

•

Utilize the opportunity to benchmark your current
strategies and initiatives with other leading companies in
our exclusive BrainWeave® discussions.

•

Meet the leading solution providers relevant to
your business needs in private, prescheduled,
one-on-one meetings.

•

Find a wide range of conference and discussion sessions
led by peer level presenters sharing case studies, best
practices and unique updates that are most relevant to
your current priorities.

•

Maximize your time out of office by customizing your own
itinerary. Select the conference sessions, BrainWeave®
discussions and business meetings that match your
initiatives and current business needs ensuring you have
full control of your time at the Exchange.

Warm regards,
MELISSA LATTMAN
Conference Producer
Cyber Security for Healthcare Exchange

THE EXCHANGE
CONCEPT

An Exchange is a unique, invitation-only meeting driven
by prescheduled business meetings between prequalified solution providers and senior decision-makers.
Thought-provoking conference sessions, executive
roundtables and innovative networking opportunities
round out the agenda, resulting in three days of focused,
structured business development.
Unlike traditional conferences or tradeshows, the
primary focus and benefit of the exchange is for new
relationships to be forged and existing partnerships to
be enhanced. The Exchange only invites executives with
the highest credentials and solution providers with the
most cutting-edge capabilities to ensure a true peer-topeer learning and networking forum.
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KEY TOPICS TO BE ADDRESSED
Analyze Inventory and Protect Medical Devices
Tackling Compliance - Collaborative Approaches in the Healthcare Community
Developing Healthcare Enterprise Threat Hunting Capabilities as an Integral Tool
Translating How a Cyber Attack Could Impact Healthcare Setting

WHO QUALIFIES TO ATTEND?

We qualify all attendees on job function, strategic responsibility, and budgeting authority to ensure you’re guaranteed to meet
and engage with an elite group of Cyber Security professionals. Every attendee must answer ‘yes’ to the following questions in
order to gain an invitation:

Is your
company’s
annual revenue
$1 billion or
above?

Do you sit in the
C-suite or report
directly to the
C-suite?

Do you control
where Cyber
Security budget
is spent?

Do you manage
corporate strategy
at the regional,
divisional, or
group level?

IF YOU HAVEN’T YET RECEIVED AN INVITATION AND FEEL YOU QUALIFY TO BE ONE OF THE
LEADERS AT THIS PRESTIGIOUS EVENT, EMAIL US AT SPEXCHANGE@IQPC.COM

REGISTRATION INCLUDES:

Access to secure Exchange website pre-event which includes software assistance
and meeting selection support from Exchange managers
Access to all networking functions (lunches, receptions, etc.)

Detailed itinerary (including meetings, sessions, networking breaks and meals) from
time of arrival to time of departure
Dedicated Exchange account manager pre-event and on site to assist with any
logistical or scheduling requirements
Access to speaker presentations and documentation
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MAXIMIZE YOUR
TIME OUT OF THE OFFICE
The Cyber Security for Healthcare Exchange offers a
variety of unique learning styles and sessions, which
you can select from to build a customized itinerary that
reflects your current initiatives, priorities, and future
strategic objectives.

One-on-One Business Meetings
An integral part of your agenda is the one-on-one
business meetings with leading solution providers.
When you register for the Cyber Security for Healthcare
Exchange, you will be asked to identify the solutions and
services you are currently considering, so we can invite
to the Exchange leading experts who will fit your business
needs. This unique aspect of the Cyber Security for
Healthcare Exchange serves to simplify the process for
sourcing new solutions, enable you to discover strategies
that are working for others, and offer you early previews
of emerging technologies. These private, 30 minute
one-on-one meetings give you the opportunity to hear
from leading specialists, whose industry knowledge and
experience enable them to make a valuable contribution
to the requirements of your business. They offer
objective, flexible, and relevant strategies for success.

Click here to learn more.

Master Class Speaking Session
Sponsor will lead a 45 minute session consisting of half the
delegates from the Exchange. This session is positioned
to present the sponsor as a “master” in the topic, and
delegates will be attending for the opportunity to hear
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thought leadership on strategies, tactics, or case studies.

Click here to learn more.

Conference Sessions
The highly crafted conference sessions reflect the strategic
issues that senior data and analytics executives have
identified as priorities during our lengthy research process.
You will choose from a selection of plenary and concurrent
sessions covering a myriad of issues that will create the
foundation of your agenda. Session formats include:
copresented case studies, panel discussions, case reviews,
roundtable discussions and interactive debates.

Click here to learn more.

BrainWeave® Discussions
Our signature BrainWeave® sessions encourage
discussion, debate and learning in an unscripted and
informal setting. You can choose to participate in these
interactive roundtable style sessions on topics which are
top of mind issues. You will be able to select from four
possible BrainWeave® topics which will be incorporated
into your personal itinerary.
These forty-five minute discussions will be moderated
to ensure that the discussions stay on-course and
deliver maximum benefit to you. Ask questions, share
experiences and ideas and find the right answers to your
immediate concerns.

Click here to learn more.
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WHO WILL YOU MEET?

To ensure the Cyber Security for Healthcare Exchange offers the highest degree of relevancy for
attendees, only senior level Cyber Security executives responsible for providing strategic leadership
and guidance within their organizations are invited. This exclusive format allows you to connect with
those peers whose insights you respect most – through exceptional networking, business meetings,
and strategic information sessions.

Cyber Security Executives in attendance will include:
•

Chief Information Security Officers (CISOs)

•

Chief Information Officers (CIOs)

•

Chief Security Officers (CSOs)

•

Chief Information Risk Officers (CIROs)

•

Chief Technology Officers (CTOs)

“It was a very well
organized event. It was
great to meet thought
leaders in the field of big
data and exchange ideas.
I learned a ton!“
PAST ATTENDEE, SEARS HOLDINGS

“It would take me months
and a large amount of
money to travel around
and meet this level of
influencers in these
key Corporate America
companies.”
PAST ATTENDEE, BACKOFFICE
ASSOCIATES

VENUE & ACCOMMODATION
Dallas, TX
All IQPC Exchange venues are carefully selected to maximize the value of the Exchange to our participants. We
choose venues that encourage high-level thinking in a relaxed atmosphere to ensure you get the most out of
your time away from the office.
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AGENDA Sunday, May 19, 2019 – Day One
11:00

REGISTRATION

11:45

WELCOME ORIENTATION

12:00

CHAIRPERSON’S WELCOME & OPENING REMARKS

12:10

OPENING PANEL: HOLISTIC THREAT MANAGEMENT- MINIMIZING THREATS AND INCREASING RESILIENCE
Healthcare has many connected points- a much larger attack surface than any other vertical. Confidential patient data is often
accessible to multiple care providers, both in clinical/research settings and online, and through different devices. Patient care
takes precedence over security. Organizations need to establish holistic risk management programs that safeguard electronic
health information along with other sensitive and proprietary data.
Security involves a deliberate, multi-layered approach across payers, providers and medical suppliers. This includes process
improvement, user training, and better integrating existing technologies. Basic cyber hygiene is at the core including: blocking
and tackling, firewall logging, password protection, access management, email security and authentication controls. Some
emerging cyber tools enhance productivity, (which includes single-sign on to control access and identity management) -- and
simplifies workflows and increase time on work tasks.
Executives must learn and keep in balance the interests of stakeholders, the mission, asset value and the real impact of an attack.
Breaches will happen; the focus needs to be how the organization should minimize disruptions, handle ransomware and other
attacks including proactive incident response and business continuity measures. Efforts to automate include integrating emerging
technologies with existing security tools and bolstering processes to protect from human errors and insider threats. Executives
must convey security is a continued enterprise investment.
Session themes: cyber hygiene, unified threat management, segmentation, incident response, business continuity, endpoint
protection

12:45

Networking Lunch

1:45

EVOLVING THREAT HUNTING: RANSOMWARE, WANNACRY, WHAT’S NEXT?
Cyber criminals continue to successfully penetrate and exploit corporate networks mining for data. Proactive hunting and
mitigating of potential security incident is necessary since current cyber threats are often missed by traditional tools. Threat
hunting assumes a breach with the focus on quickly detecting and responding with clear visibility of the network and endpoints
especially in healthcare with the growing Internet of Medical Things. In this session, explore the necessary proactive stance along
with the current types of threats.
•
Developing healthcare enterprise threat hunting capabilities as an integral tool
•
Gaining insights into leading threat trends
•
Exploring the weaponizing of AI, malware, and other threat vectors
Speaker: Dave Summitt, CISO, Moffitt Cancer Center

2:20

SECURING THE INTERNET OF MEDICAL THINGS
Hackers continue to deploy sophisticated attack methodologies to bypass existing security measures. Common attacks include:
ransomware, which prevents the legitimate user from accessing a device or network and hacks to extract sensitive medical data.
Medical networks are unique due to the inherent connectivity between networked medical devices and standard IT systems.
In this session explore:
•
Gaining visibility and classifying all connected medical devices
•
Detecting real-time alerts about cyber attacks Instilling proactive prevention including micro-segmentation of the clinical
network

2:50

Business Meetings x 3
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MASTER CLASS

BRAINWEAVE

SECURITY AWARENESS: IMPLEMENTING PREVENTION
MEASURES
Staying ahead of breaches in healthcare includes a solid
prevention strategy that blends training, technology and
testing. Explore practical on-going training including avoiding
phishing and effective multi-factor authentication, which
limits access to what is necessary. All stakeholders need to
communicate and practice incident response so they are wellinformed.
•
Implementing proactive security awareness
•
Upgrading and updating technology as needed
•
Running regular table tops to practice incident response.
Session themes: security awareness, multi-factor
authentication, training & education

ADVERSARY ORIENTED SECURITY
In modern environments, the corporate security program
utilizes an increasingly complex inter-relationship of people,
processes, and technology in detection and response
operations. However, incident response capabilities must be
balanced against budgetary constraints and other requirements
the security program must meet. How do you measure the
effectiveness of your incident response program, and the
investments your organization has made? What measure of
confidence do you have in your organization’s ability to detect
and respond to the worst of circumstances? These are not
questions that can be answered by yet another technical
solution, yet are critical in understanding how your organization
is oriented against the adversary.
This discussion will include:
•
Programs that can be utilized to measure the efficacy of
the security and incident response technology, people and
processes.
•
Identifying deficiencies in enterprise adversary detection
programs, and pursue continuous improvement in
organization-wide detection capability.
•
Methods to determining new investments to be made in
incident response capabilities.

5:05

Networking Break

5:20

IGNITE SESSION –
THREE QUICK FIRE PRESENTATIONS IN THIRTY MINUTES. TALK ABOUT GETTING TO THE CRUX OF THE MATTER, FAST!
•
Leveraging Existing Resources to Enhance Incident Response (Placeholder- Sponsored By Cylera)
•
Transforming Your Security Organization into a Learning Organization
•
Ensuring Confidentiality, Integrity and Availability of Healthcare Data

5:50

PRACTITIONER ROUNDTABLES
At the start of the Exchange, we collected your insights and challenges in the information security space using the
Thoughtexchange social learning tool. We used this information to develop roundtable topics. During this session, you will
have the opportunity to choose a topic, engage with your peers in interactive discussion, and walk away with best practices for
improving outcomes and strategies.

6:55

Networking Reception
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Monday May 20, 2019 – Day Two
8:00

BREAKFAST

8:30

PANEL: ENHANCING VENDOR RISK MANAGEMENT IN HEALTHCARE
Security risks related to third-party services are an ongoing healthcare concern. Effective management of security risks is vital
with more healthcare digital data including patient information and proprietary medical research and patents. The attacks grow
in complexity and regulations change, which requires a layered-defense coupled with agility to respond to the ever-changing
adversary. In this session explore:
•
Assessing and adjusting access for third parties user and system accounts
•
Deploying multi-factor authentication and endpoint protection
•
Segmenting internal networks to limit third party needs
•
Monitoring and training third parties

9:15

KEYNOTE PLENARY
ANALYZE, INVENTORY AND PROTECT MEDICAL DEVICES
Security executives realize that many of the devices were not created with security in mind but to monitor, diagnose and treat
patients. The devices create easy entry point for hackers from which they can hop to servers filled with patient data. Healthcare
data’s value is much greater than that of a stolen credit card because the accuracy of the data is higher and less changeable.
Medical devices have long product life cycles, need continuous availability and may have outdated software, which was not
created with the open Internet in mind. The business and clinical teams must work closely together to lessen risk and ensure
patient safety.
•
Establishing and enforcing policies and standards for medical device procurement
•
Capturing a complete asset inventory
•
Implementing layers of security- advanced micro segmentation
•
Deploying behavior-based solutions
•
Balancing security, business and medical priorities

9:45

Networking Break

10:00

Business Meetings x 3

11:35

BRAINWEAVE

MASTER CLASS

IDENTIFYING, MONITORING AND MITIGATING HEALTHCARE
SECURITY RISKS IN THE CLOUD
An astonishing 90% of the world’s data was created in the last
two years. At the same time each day, hundreds of thousands
of patients are treated by health care providers throughout the
world. Tech giants have responded with highly scalable clouds
that tout innovative tools that allow health care providers to
take advantage of new ways to engage their patients and
customers. However, the sensitive and regulated data managed
by healthcare services requires heightened security and
privacy controls and visibility. Beyond the benefits of scalability,
agility, and redundancy, the cloud can be configured to be
much more secure than traditional on premise data processing
strategies. In this session, we will discuss the benefits of the
cloud in healthcare innovation and ways to prevent, monitor,
and address the risks to patient data, such as cyber attacks,
malicious insiders, misconfigurations, human error, and social
engineering, among others.

Can Cybersecurity Be Easy?
Back in 2005, Marcus Ranum wrote in his “The Six Dumbest
Ideas in Computer Security” article that, “sometime around
1992 the amount of Badness in the Internet began to vastly
outweigh the amount of Goodness”. So why are we still
focused on chasing “badness”? This approach might have
been sufficient in the 1990s and arming ourselves with just an
antivirus and a firewall gave us a sense of security, but this is
definitely no longer the case.
Take-aways:
•
Understand the definition of Negative Security and
Positive Security models, with examples, advantages and
disadvantages
•
Describe the attack kill chain and intentions behind most
attacks
•
See demos of advanced attacks that bypass the majority
of existing security controls
•
Learn how to correctly implement defense-in-depth best
practices
Speaker: Nir Gaist, Founder & CTO, Nyotron
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12:25

SESSION: OBTAINING SECURITY RESILIENCE IN HEALTHCARE
Merriam-Webster defines resilience as “an ability to recover from or adjust easily to misfortune or change.” The intersection of
cybersecurity, business continuity and enterprise resilience is cyber resilience. Detecting, responding and mitigating threats
are the goal while maintaining the confidentiality, integrity and availability of the data. This proactive stance better positions the
enterprise for innovation while maintaining trust and infusing innovation.
In this session:
•
Effective strategies and metrics with stakeholders including the board
•
Identifying and mapping key assets to drive resilience
•
Segmenting assets and hardening access
•
Implementing robust vendor management
•
Establishing and practicing post-event protocols
Speaker: Aaron Rinehart, Chief Cyber Security Architect, United Health Group

12:55

INTRODUCTION TO ROUNDTABLES
EACH ROUNDTABLE LEADER WILL GIVE A BRIEF INTRODUCTION TO THEIR SESSION (WHICH OCCUR AFTER LUNCH)

1:00

Networking Lunch

2:00

ROUNDTABLE DISCUSSIONS
ENGAGE IN A 45-MINUTE TARGETED DISCUSSION ENABLING OPEN EXCHANGE AMONGST INDUSTRY PEERS.
•
Preventing Healthcare Breaches with Deception—Placeholder Session Sponsored By DUO Security
•
Privacy and Security of Medical Data: When Everyone Wants to Bring Their Own Device
•
Cybersecurity Spend: Proactive Stakeholder Communications

2:50

MASTER CLASS

BRAINWEAVE

HEALTHCARE FRAUD PREVENTION WITH INSIDER THREATS
Insider Threats costs organizations billions of dollars each
year, as well as the potential loss of data and productivity.
Insiders are responsible for more healthcare breaches than
hackers. Without effective controls and monitoring in place,
malicious insiders can easily go undetected, as employees
typically operate in familiar workplace environments. This
session will dissect the anatomy of employee theft and discuss
effective mitigation through proactive monitoring and reporting
techniques. In this session:
•
Educating allowable uses and disclosures of personal data
and potential risks to privacy and security
•
Implementing technology and processes to detect and
contain potential breaches
•
Deploying anti-phishing defense
•
Controlling and limiting access

Why is SIEM Not Enough?
A SIEM has emerged as a key tool in the security toolbox but is
simple event aggregation enough? The session will feature a
roundtable discussion on SIEM effectiveness including:
•
Security analyst burnout
•
Ability to see the big picture
•
The use of machine learning and AI to augment the SOC
team
•
Easy access to the latest intelligence
•
Predictive/anticipatory awareness of threats and
vulnerabilities
•
Other improvement ideas

3:35

Networking Break

3:50

Business Meetings x 3
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5:20

CASE STUDY: QUANTIFYING CYBER RISK VALUATION- THE HYPE, HOPE AND HARSH REALITY
Translating technical data and metrics into business risk context that can be understood by the C-Suite and Board of Directors is
arguably the most important task of the Chief Information Security Officer.
In this session, explore how cyber risk valuation provides a snapshot in time of your potential risk, which fuels proactive efforts to
invest in cybersecurity technologies to minimize and reduce exposure that aligns with the risk appetite of the organization.
•
Making informed and risk-based decisions through IT risk analytics
•
Estimating the true cost of a potential cyber breach
•
Examining how cyber risk forecasts fall short
•
Quantifying the value of cybersecurity investments to produce an easily articulated analytical perspective

5:50

EVENING KEYNOTE : THE PSYCHOLOGY BEHIND SECURITY
Humans are wired to be helpful, which can be manipulated by hackers with intentions to extract data that does not belong to
them. With the increased number of cyber attacks, people are increasingly recognizing cyber security threats and adopting
practices to mitigate against potential threats. To continue successful threat mitigation, security executives should consider
practices from social sciences to proactively impact security. This involves using psychology to affect behavior and enhance
engagement. In this session:
•
Adapting messaging to stakeholders
•
Knowing and influencing threat actor behavior
•
Understanding essential motivations and behaviors, which reinforce them

6:20

Networking Reception
Sponsored By Accellion
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Tuesday, May 21, 2019 | Day Three
8:00

NETWORKING BREAKFAST

8:40

CHAIRPERSON’S OPENING REMARKS

8:45

PANEL: DEEP DIVE INTO NAVIGATING BUDGETS AND REDUCING RISK
Spending on cybersecurity technologies involves engaging the board of directors in settings where patient safety and care is the
first priority. In this session, explore how to present the right metrics in a compelling manner to increase budgets and lessen the
potential impact of a healthcare breach:
•
Shaping the discussion and budget to build a program with stakeholder priorities
•
Focusing on protecting people and processes while mitigating risk
•
Translating how a cyber attack could impact healthcare setting
•
Exploring risk tolerance and increasing funding to lessen impact
Panelist: Michael Prakhye, CISO, Adventist Healthcare

9:30

KEYNOTE: CURING BREACHES WITH DEVSECOPS
Digital transformation increases the availability of patient data but also increases the risk of a breach with every exchange
of information. One way to accelerate digital development securely is to embed security processes and compliance into the
development and engineering process through DevSecOps.
•
Ensuring all team members participate in the transformation
•
Establishing and building; utilizing frameworks
•
Experimenting and innovating; empowered with better user feedback and data

10:05

Business Meetings x 2

11:10

WORKSHOP DISCUSSION: REALITIES OF AI AND MACHINE LEARNING- IS IT REALLY WORKING?
Artificial Intelligence and Machine Learning are regular buzz words in the space. In this panel discussion, we will dissect the
effective use of AI in healthcare cybersecurity from the hype. Similar to compliance not being necessarily interchangeable with
being secure; having Artificial Intelligence in of itself does not mean your secure. The panelists will define AI from their perspective
and the risks and benefits along with tackling:
•
How are we maintaining accountability?
•
Keeping human intelligence as part of AI?
•
What are you trying to solve utilizing AI?
•
Impact on legacy systems and evolving technology?

11:40

CLOSING SESSION: TRANSFORMATIONAL SECURITY—NEXT STEPS FOR HEALTHCARE
During this session we will discuss trends and practical measures on the horizon for the rest of 2019 into 2020. Topics include:
•
Deploying multi-layered security
•
Utilizing analytics for detection
•
Augmenting talent shortfalls with AI
•
Maintaining visibility and control of data.

12:10

Chairperson’s Closing Remarks
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