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Introduction 
 
Social media has proven to be a key player 
in information warfare in recent years, 
enabling the dissemination of information 
faster and further than ever before. Now, 
adversaries have the possibility to reach 
audiences across the world and disrupt 
operations in an unprecedented way. 
 
Ahead of CDANS 2019, Defence IQ had the 
opportunity to discuss with a social media 
expert on information warfare and social 
media. With their help, we set out to 
determine what needs to be done from all 
stakeholders involved – private tech 
companies, governments and the national 
security community – to combat 
information operations efficiently on social 
media platforms.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Social media:  
The new battlefield 
 
Social media information operations are so 
new that there is no universal term to 
describe them; one currently used is cyber-
enabled information operations, to 
emphasise the fact that neither information 
operations nor cyber warfare are new, but 
information operations in an electronic 
context is a development in recent years. 
Daesh has been a prominent user of social 
media and has used various platforms – 
Twitter, Facebook and Tumblr to name a 
few – to either propagate violent scenes in 
order to intimidate its adversaries or 
disseminate their message to draw in new 
recruits. Moreover, the Russian troll farm 
Internet Research Agency has been pointed 
out as a key player in the meddling of U.S. 
elections.  
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Social media can now be considered as a 
battlefield. This is not however a traditional 
one with conventional methods; on social 
media platforms, there is no need to 
infiltrate a country by setting up a radio 
transmitter right next to the border or 
distributing leaflets to spread a message. 
Information posted on the Internet will 
spread all over the world, allowing for very 
remote operations. These changes in attack 
methods by the adversaries to leverage the 
internet are incremental and ultimately 
take allies by surprise. It transpired that 
new modes of failure of systems came into 
play when adversaries started operating at 
greater distances and greater bandwidth. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The role of private 
companies  
 
There is widespread recognition on the part 
of people in the national security 
community that they cannot fight without 
the help of private companies, as the 
battlefield ultimately is those private 
companies. There is acceptance in the 
national security community that they 
cannot address this issue in the traditional 
defence way.  
 
The introduction of private assistance has 
also brought its share of problems too, 
where collaboration between the two 
stakeholders led to scandals involving 
warrantless wiretapping for example. 
Moreover, the national security community 
is not sure of the type of help they need 
from private companies. For private 
companies, national security is not core to 
their day-to-day business operations and 
they do not necessarily have a plan, tools 
or weapons in place to fight information 
operations on their platforms.  
 
Every existing organisation has a well-
established cyber security infrastructure 
and one of the big questions that everyone 
is trying to answer now is what the 
similarities and differences are between 
cyber-enabled information operations and 
traditional cyber security and cyber warfare. 
By putting social media operations in the 
same cyber security and cyber warfare box, 
we might miss a lot of the most important 
elements of the fight. 
 
 
 

Social media is not a 
traditional battlefield 

with conventional 
methods 
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Going beyond 
traditional content 
moderation 
 
There have been a wide range of 
approaches to identifying problematic 
content on social media platforms, 
including large teams of content 
moderators and innovations like machine 
learning algorithms to identify harmful 
content. These are usually used to pre-
screen and filter content to help narrow 
down the work of human moderators, but 
they do not solve the problem themselves; 
they cannot do the same intelligence job as 
humans. 
 
After the 2016 U.S. election, a lot of 
industry academics, amateur independent 
researchers and even mysterious 
anonymous Twitter accounts posted 
remarkably detailed research about 
networks with reference to how they 
related to Russia. In the last two years, a 

depth of work has developed quickly in 
understanding and tracing the meaning of 
social networks. 
 
What needs to be done next is to move 
away from focusing on individual signals; 
instead, we should move towards the 
creation of tools that will look at the big 
picture and see information operations as 
goal-directed and coordinated campaigns. 
The question now is how to assemble those 
tools in a structure that shows when a 
campaign starts, and that might require 
cross-platform collaboration between the 
private companies, governments and 
academics. 
 

We should create tools 
that will look at the big 

picture and see 
information operations as 

goal-directed and 
coordinated campaigns 
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The need for better 
cross-organisation 
collaboration 
 
There is a lot of enthusiasm among 
stakeholders to combat social media 
information operations. It started in the last 
two years, as there was a lot of concern 
about Daesh recruiting videos long before 
2016; but the approach that both 
governments and companies were taking 
was more of a trust and safety approach 
with content moderation.  
 
Large-scale, globally coordinated 
campaigns are taking place across multiple 
platforms and over extended periods of 
time with social media only part of a larger 
aggressive campaign. There is a new need 
for better coordination and understanding 
of what role every stakeholder should be 
taking. Given the size of the institutions 
involved however, the rate at which these 
collaborations are coming together is as 
fast as it can currently. Moreover, the 
collaboration among companies will tend 
to be slower, because of competitive and 
intellectual property reasons.  
 
In the end, the roadmap to combat 
information warfare is confusing and 
because that field is very young, there is no 

concrete guidelines yet. It does seem 
however that in the long run, all 
stakeholders are going in the same 
direction. While allies are trying to solve 
the problems relating to information 
warfare, adversaries are only creating new 
ones. The biggest issue now is for allies to 
play catch up. 
 
 
 
 
 
 
 
 
 
 

THE NEED FOR NEW REGULATIONS 

“The leadership of a lot of the 
companies have started to 
acknowledge publicly that there are 
some societal problems with the way 
that their platforms have been used. 
They believe that new government 
regulations will be inevitable, even if 
they do not know what they are going 
to be. I sincerely hope that the 
development of regulations coming 
out year after year from the 
governments will provide a roadmap 
for private companies and will enable 
them to sync up. I also believe they 
should be written by a consortium of 
people who represent both the 
technical and security knowledge 
present in private companies, and the 
geopolitical knowledge that only exists 
on the governments’ side.”  

Want to learn more about the subject? CDANS 2019 will 
be hosting a pre conference workshop on “Social media: 

The second front of cyber warfare?”.  
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TOP REASONS TO ATTEND CDANS 2019: 
Safeguard the human operator from hostile cyber influencers 
by building technical approaches to combating influence 

Effectively manage and monitor social media sources to 
minimise cyber influencers to personnel 

DOWNLOAD AGENDA 
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